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Abstract—The broad prevalence of biometric applications has
the potential to record much more than what is merely necessary
for intended functionality. Exactly what is contained in biometric
readings is of significant privacy concern. There is a need to
identify and assess the capabilities of present day biometric
technologies, as basis and motive for requirements in appropriate
privacy-protection methods. In this paper, an existing taxonomy is
extended to classify additional tertiary information contained in
biometric readings. Focusing on health and emotion, a review of
information capture in biometric technologies is provided,
alongside future considerations including modern machine
learning approaches.

I. INTRODUCTION

Users of mobile devices today engage with their various
services across multiple devices at their own convenience.
With adoption of biometric systems within mobile devices,
there are gains to be made in applying biometric recognition to
these services over more traditional means. However, in
application of biometric technologies, there are many privacy
issues surrounding these developments. There is importance in
protection of the privacy of the data itself, as well as controls
on metadata and profiling. As a stepping stone towards
definition of a privacy requirement model, there is a need to
first identify and assess the capabilities of present day
biometric technologies, as basis and motive for requirements in
appropriate privacy-protection methods.

The focus of this paper is an issue specific to biometrics:
concerning the potential of biometric readings to record much
more than merely what is necessary for intended functionality.
Specifically, the privacy sensitive aspects of soft-biometrics:
biometric characteristics without the necessary uniqueness and
permanence for effective identification. While services may be
enhanced by the additional information, the misuse potential is
great and the disclosed information may be unwittingly
provided. What exactly is contained in these readings is of
significant privacy concern. Mobile devices are a specific area
of vulnerability considering the prevalence and capabilities of
sensors attached to modern devices.

In this paper, Section II classifies soft-biometrics, Section
III concerns Health and Diseases as a category, with Section
IV similarly considering Emotional Expression. Section V
concerns future potential. Finally Section VI discusses
applications of the identified features, in the context of privacy.

II. TAXONOMY OF SOFT-BIOMETRICS

Soft-biometrics have the capacity to contain sensitive non-
identification data. Privacy of features naturally visible versus
those humans cannot spot without aid. In the case of hiding
data in the public eye, an argument for systems such as CCTV
in public places is that it is no invasion of privacy when in
public and in view of fellow people. However people do
reserve their rights for reasons of purely privacy, religion, or
other personal concern. Especially when biometric
technologies can determine that which is actively kept private,
or even that which a subject is not aware is visible.

Soft-Biometric Personal Identifiers
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FIGURE 1: Extended taxonomy of soft-biometrics based on the work of
Ribaric et al. [1].



Figure 1 presents an extended taxonomy of soft-biometrics
based on [1]. The existing categories, e.g. Gender, Age, Race
and Ethnicity, are thoroughly studied as soft-biometrics.
Health and Diseases alongside Emotional Expression
broaden the soft-biometrics review. This paper focus on review
of the extension categories.

III. HEALTH AND DISEASES

There has been widespread adoption of wearable devices,
particularly in fitness technology as well as smart watches.
This may also be small devices attached to clothing, or even
clothing themselves. Their intimate nature gives them access to
all sorts of physiological measures, and can easily be worn
ubiquitously. Additionally these measures are accessible from
an ordinary modern smartphone [3]. That introduces images
and videos of the face and body, as well as captured speech, as
further modalities.

The technology in capture devices of modern consumer
mobile devices is always advancing, and catching up to
medical grade of the years before it [2]. This opens up a lot
more angles for self diagnosis and monitoring of one’s
personal emotions and health. This may be through passive use
of wearables or typical smartphones [3].

The following Health and Diseases capabilities relevant to
mobile biometrics are given in turn under groupings of
modalities. The examples given are not exhaustive, but
demonstrate vulnerabilities in each of the covered areas.

The eye contains multiple modalities of sensitive medical
nature. These may be captured in high quality face images,
closer in iris readings, or most intimately with retina scans. [4]
uses sclera images to find signs of liver and pancreatic
disorders (scleral jaundice). The sclera is part of the eye not
commonly used for verification or identification (however
there are methods, such as using its texture and vasculature
patterns [5]). However it could very well be captured as part of
frontal eye imagery, e.g. in the case of a iris reading.
Furthermore, iris recognition itself is affected by medical
conditions [6]. Retina as an intimate capture, displays patterns
which disclose presence of diabetes, glaucoma or retinal
degenerative disorders [7].

The face itself can disclose genetic conditions, which leave
markers on bodies and faces detectable by humans in many
cases, thus also by computer systems [8]. An image recognition
system could pick up on the more subtle markers missed by
humans, and classify abnormalities with great accuracy using
the data of training sets.

The skin of the face is pigmented by diet (carotenoid) and
visually perceptible by humans [9], not merely providing a
perception of wellness. The skin itself may also betray diseases
visible to cameras, and most certainly when in contact with
physical sensors [10].

Body movement, particularly gait, naturally displays visible
injuries in motion. Furthermore discoverable through
biometrics are motor diseases of disorders such as Parkinson’s
disease, even at a very early stage [11]. Tremors in speech even

go so far as to be identifiable symptoms of Parkinson’s disease
[12]. Subtleties in the mental condition of people too can be
noticed in gait [13] and modalities involving movement.

IV. EMOTIONAL EXPRESSION

Human and computer interaction involving emotions is
often referred to affective computing. Heralded as a method in
which humans can communicate with machines more
effectively.

Collection can require a significant physical presence and
obtrusiveness like electroencephalogram (EEG), but equally
emotions are also frequently recorded through various means
unbeknownst to the people expressing them [14].

The obvious collector would be on cameras in videos or
images capturing facial expressions [15]. Additionally gait has
to an extent be shown to be an effective method of determining
emotional states [16]. Wearables by design have easy access to
biological readings that can determine stress through breathing
or sweat, and smartphones themselves can record some such
information even when carried in a bag [3]. There is further
capability of new capture devices and technology like that
within the iPhone X to capture emotion data intentionally [17].

Between emotional and health there is some overlap.
Emotional expressions of pain and tiredness can be symptoms
of physical state. Furthermore, emotions recorded long term
could form evidence for mental illness. Nonetheless these are
considered part of Emotional Expression on an individual
basis under this classification.

TABLE 1: Soft biometric features relevant to Health and Emotion

Biometric Modality | Health Features | Emotion Features

Blood vessel
patterns [7]
Scleral jaundice [4]

Eye (Pupil, Iris,
Sclera and Retina)

Pupil tracking [24]
Pupil dilation [24]

Electrocardiogram Heart rate Heart rate [26]
variability [25]

Electrodermal Disease diagnosis | Stress [27]

response [27]

Electroencephalogra | Cognitive state Emotional state

m [28] [29]

Fingerprint Skin diseases [10] |-

Body Movement
(Gait, Gesture,
Handwriting, and

Cognitive state
[13]
Motor diseases

Emotional state
from movement
[16]

Keystroke) [11]

Face Skin pigment [9] | Visual expression
Genetic conditions | of emotion [15]
(8]

Speech Motor diseases Audible expression

[12]

of emotion [15]




V. FUTURE POTENTIAL

Following the success of aforementioned works in
biometrics, identifying soft-biometrics in many cases beyond
the ability of humans, there is further interest in finding even
more abstract classifications. The extent of what is contained in
our biometrics has not been fully explored, and boundaries
continue to be pushed. Research in the area is supported by
advances in machine learning, such as deep learning, which
naturally obscures the decision making process in the produced
models. These works may be controversial, such as attempts to
identify criminality or terrorist suspects. Here we take the study
of Wang and Kosinski [18], an effort to determine sexual
orientation from face images, as an example.

Initially assessing the research, due to the use of Deep
Neural Networks (DNN), precisely understanding what
features caused successful classification is difficult to say. The
neural networks are fed in data and make their own
determinations on potentially unconventional combinations of
features.

However, as part of the work, feature maps created from
isolating parts of the images do show increased influence from
the facial features over environment. This is a worthwhile
attempt at understanding the process inside the “black box” of
the trained classifier. The masculinity and femininity of
features—notably the jawline, nose length, and forehead size—
appeared to have the most significant influence.

In this case, there are questions over the datasets used to
train the DNN. The DNN did produce results above that of
humans, which already perform above random chance.
However, the photos taken from a dating website. What the
influence on (both human and machine) of these self-curated
photos could be and the soft biometric factors are of
importance. More research is necessary to thoroughly
substantiate or refute the claims.

The results are claimed to support the pre-natal hormone
theory, but are not enough. However it does pose the
possibility of identifying human sexuality from images, but not
conclusively, and not how. It is difficult to pick out the exact
reasons and multiple factors used for decisions in a deep
learning approach.

VI. DISCUSSION

In the business of healthcare, there is growing popularity in
patient administrative systems using biometrics for patient
identification. The Biometrics Research Group Inc. [19]
estimates the global biometrics healthcare market shall reach
US $5 billion by 2020. It offers increased convenience and
more options for access to personal patient data remotely using
own mobile capture devices. However the argument for
biometrics has to be made against the functional possession-
based Smartcard system which involves less risk to privacy and
is revocable.

Combining the health information alongside biometrics for
patient management is an appealing prospect. In the connected
world, there is potential to see more remote healthcare. For
example Australia is encouraging telehealth [20]. Driven by its

natural geography and population distribution, telehealth is
particularly useful, but could provide improved convenience in
any region. Biomedical data through biometric technologies aid
in patients travelling, contact with known doctors and
healthcare organisations independent of present location. The
management and process of exchange of this data are naturally
privacy issues.

Through mobile devices such connectedness of medical
information could be continuous and seamless. Continuous
monitoring of health and emotional well-being could advise
about how to correct through diet or adjustment in behaviour,
or refer to medical professional. Of course, the data in question
is ultimately personal, and privacy-preservation is thus of high
importance.

Cross-domain risks are high with such personal health or
emotional information in question. Discrimination risks are
compounded from what exists today. There are views on the
potential for this technology and the ethical concerns
surrounding it [21][22]. Organisations in a position of power
over individuals (e.g. government, employers, insurers) with
access to this information could be encouraged or misled into
increased discrimination.

For machine learning approaches in particular, some
modern machine learning (e.g. deep learning in [18])
techniques build models with a lack of clarity on the decision
making process. It is difficult to pick out the exact reasons and
multiple factors used for decisions in a deep learning approach.
This could lead to discrimination of those a machine decides to
be less worthy, based on some immoral rules buried deep in
complex and incomprehensible decision making.

Even if the trained classifiers are only able to identify a few
select individuals in a set with particularly high accuracy. If
such a system were able to merely confidently single out a
small subset of a community with high certainty, that remains a
significant risk for those individuals.

The potential applications for computer system’s
understanding of human emotional responses are manifold.
Emotion detection, perhaps with the aid of eye tracking, would
have great appeal to marketing for reviewing the success of
advertising and tuning advert preferences [23]. With biometric
readings, there is not only the potential to place targeted
adverts from improved behavioural biometric data, but to be
able to place that according to eye movements, or to target
people when they are seen to be in a vulnerable emotional
state. Some other affective displays can include indicators of
stress and fatigue, which can have safety applications such as
for detecting driver fatigue or monitoring mental health.

These examples provide a level of insight of what can or
will be determined from biometric readings. There is a real
need for understanding of what has been disclosed when using
biometrics. Moreover, what exactly has been disclosed in
captured readings, if there has not been appropriate privacy
preserving measures, may only come to light in years to come.
There is real incentive for continuous and pre-emptive
development of privacy protection approaches alongside the
development of emergent technologies.
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